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Introduction to Interrupts

* An interrupt is an approach to dealing with external, asynchronous events by building
hardware into the MCU that handles identifying and prioritizing events to be serviced by
the CPU.

* The interrupt system uses the concept of a flag to notify the CPU that an external event on
a peripheral has occurred and action is requested.

* This approach allows the CPU to continue its normal instruction execution and only act
when a flag is seen.

* When a flag is observed, the CPU completes its current instruction and then executes a
sequence of instructions (written by the programmers) that accomplishes the desired action
for the peripheral.

* The code that is executed when an interrupt occurs is called an Interrupt Service Routine
(ISR) or interrupt handler.




Interrupt Priority and Enabling

* Interrupts have a priority system that ranks each external peripheral from highest to lowest.
This provides a means to handle multiple interrupts that occur at the same time and are
simultaneously requesting service from the CPU.

*An MCU has three categories of interrupts (sorting from highest to lowest)

» System Resets; They are the most critical because they cause the MCU to start its operation from the beginning.

This includes putting all configuration registers at their default values, initializing the program counter, and
entering the main program at its first instruction.

» Non-maskable Interrupts (NMls); They are the second highest priority interrupts and typically handle fault
conditions on the MCU. Examples of non-maskable interrupts are memory access errors and oscillator faults.
When maskable interrupt occur, it can be handled after executing the current instruction.

» Maskable Interrupts (Mls). They are the third category of interrupts and are the interrupts that handle all of the
common peripherals on an MCU (i.e., ports, timers, serial communication, ADC, and DACs). Maskable interrupts
have both global and local interrupt enables. The GIE bit in the status register is used as the global enable for all
maskable interrupts. When it is set (GIE = 1), then maskable interrupts are allowed. Upon reset GIE = 0, meaning
no maskable interrupts are enabled. When non-maskable interrupts occur, the current instructions and status are
stored in stack for the CPU to handle the interrupt.




Interrupt Priority and Enabling

Each peripheral system then has a local interrupt enable (IE) that is configured in the control/status
registers within the memory map. The global and local interrupt enable bits can be thought of as gating
switches that allow the peripheral’s flag to be observed by the CPU when configured.
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Fig. Conceptual model for global and local interrupt enables




Interrupt Vectors

The beginning of an ISR is marked with an address label in the main.asm file. This address
label serves as the starting address to be put into the PC when the ISR is called. The way that
the CPU retrieves the starting address of the ISR to put into the program counter uses the
concept of an interrupt vector.

Each peripheral system that is capable of generating an interrupt is assigned a dedicated
address location at the end of the program memory space. The address is called the
peripheral’s interrupt vector address and will hold the starting address of the ISR.

Since there are numerous peripherals that each require a unique vector, the addresses
consume a block of memory called the interrupt vector table.

The starting address of the ISR is put into the interrupt vector table when the program is
downloaded.

Interrupt Service Routine (ISR) is a function that hardware invokes in response to an
interrupt.




Interrupt Vectors

Addr Data
" 8000h
i The developer writes the ISR
Main Program Loop, in the main.asm file. The
Subroutines, Program Memory starting address of the ISR is
& “ e marked with an address label.
Interrupt Service
Routines
The full MSP430 architecture
supports up to 64 separate - Priority
interrupt vectors whose addresses FF80h Vector0 owe The IRQ vector is loaded
are located within the range Interrupt f ke B with the starting address of
FFSOH- FFFEH Vector Table FF82h Vector1 its ISR upon download.
g The developer is
The vector addresses are . responsible for doing this
hard-coded to MCU ; : . .
: in the main.asm file using
peripherals and are found FFFCh et directives and the ISR
I i Gevice-apeoyio FFFEh|  Vector3 Highest address label.
data sheet. ~

Fig. Interrupt vector table concept




Interrupt Vectors

Figure shows a graphical depiction of how the interrupt vector table is initialized using the starting addresses of ISRs and
assembler directives. In this figure, three interrupt vectors are initialized: reset, vector 22, and vector 25. Vectors 22 and 25
represent maskable interrupts that have ISRs that are executed when serviced. The starting addresses of these routines
(named ISR1 and ISR2) are placed into their respective vector locations using the assembler directives .section and

.short.
Label Addr Data _--RESET mov.w #_STACK_END,SP
RESET 8000h [—031h ,-+"" STOpWDT mov.w  #WDTPW|WDTHOLD, &WDTCTL
8002h [3000n o e e
8004h | 40B2h 38 ; Main loop here | Note: This code doesn't
8006h 5A80h . e work, it is just an
example of initialization.
8008h | 01CCh i Don't try to fun on your
] main  800Ah [ 4303h .- JE . LaunchPad'™ board!
vector 63 handles the highest gooch | 3FFEn | j_f, weiln
.. . . ISR1 800Eh | 5405h
pr|(.)r|ty. interrupt _|n the MCU, ey ) ey
which is reset. This vector holds ISR2 8012h | _8405h o
8014h [ 13000 |/, 5

the starting address of where to

™, (IsR2:
begin executing code when the : { sub.w R4, RS
r
MCU is reset or powered up. \ :

Vector 22 FFCEh| 800Eh . i S PR e
n - Interrupt Vectors
Vector 25 FFD4h| 8012h . ¢
: T { .sect ".reset"
- N eeNEul .short RESET
Vector 63 FFFER |  8000h [}----""" %,
“ N .sect ".int22"
The vector table holds the - { .short ISR1
starting addresses of N
where to load PC when \.{ .sect  ".int25"
the interrupt occurs. -short  ISR2

Fig. A graphical depiction of initializing the interrupt vector table




Interrupt Service Routines

An interrupt service routine is written in a similar manner as a subroutine. They both need to start
with an address label and contain instructions to be executed when called; however, an ISR must end
with a dedicated instruction called return from interrupt (reti). The reti instruction will pop the
SR and PC off of the stack in order to return the CPU execution back to the main program.

Another critical role of a maskable ISR is that it must clear the peripheral’s local interrupt flag (IFG)
that caused the interrupt in the first place. If the IFG is not cleared, then as soon as the ISR
completes and the CPU returns to the main program, it will be immediately interrupted again
because the flag is still asserted. This leads to an infinite ISR loop that the CPU can never get out of.

ISRs should be short, fast, and dedicated to only performing the functionality needed by the
peripheral at that time. A good ISR should impact the rest of the MCU as little as possible.




Interrupt Servicing Summary

Figure shows a flow chart of the steps that are taken when an IRQ (Interrupt Request) is serviced. Note that some of the
steps are taken automatically by the CPU while some are up to the developer.

This can only happen for maskable interrupts if
Qnterrupt Pendin@ } the peripheral has been initialized and enabled
\

sesdoinril i S When using maskable interrupts, it is important to keep in
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Complete Qurrent
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onto Stack following responsibilities:
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Atkdress o?lsl;? 4. Assert the global interrupt enable (GIE) in the status register.
2t iio FC 5. Write the ISR with an address label to mark its starting
v ~ location and the reti instruction to denote its end.
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om Stac . .
“ 6. Initialize the vector address for the peripheral using the ISR
Continue Main address label and assembler directives.
Program Execution

Fig, Ftasks performed wi o




Interrupt Servicing Summary

—

System Reset —

\ [

Non-maskable Interrupts —

\

Maskable Interrupts —

SYSTEM

WORD

Port
Interrupts

INTERRUPT SOURCE INTERRUPT FLAG INTERRUPT ADDRESS PRIORITY
System Reset
Power up
External reset WDTIFG, KEYV (SYSRSTIV)(1 (2) Reset OFFFEh 653, highest
Watchdog time-out, password violation
Flash memory password violation
Systerm NMI SVMLIFG, SYMHIFG, DLYLIFG, DLYHIFG,
Vaca}}—:gnr:grbz:cess VLRL'F?“\B’IE)E#:E% (\S’EQISFE*’.}JMBNIFG, (Non)maskable OFFFCh 62
User NMI
OSciII':'lathglr fault NMIIFG, C::Fsl"r—:gu‘;ﬁ:\-'?'\{'lfz? BUSIFG (Non)maskable OFFFAh 61
Flash memory access violation
Comp_B Comparator B interrupt flags (CBIV)(1 () Maskable OFFF&h 60
TBO TBOCCRO CCIFGD®! Maskable OFFFGh 59
TBO TRoceR oot (EI?BB?\?}%;{F;F CCIFGE, Maskable DFFF4h 58
‘Watchdog Timer_A interval timer mode WDTIFG Maskable OFFF2Zh 57
USCI_AD receive or transmit UCAORXIFG, UCADTXIFG (UCADIV)T 3 Maskable OFFFOh 56
USCI_BO receive or transmit UCBORXIFG, UCBOTXIFG (UCBOINV)T 31 Maskable OFFEER 55
ADC12_A ADC12IFGO to ADC12IFG15 (ADC121v)(1 31 #4) Maskable OFFECh 54
TAD TAODCCRO CCIFGD! Maskable OFFEAR 53
TAD TADCCR1 ?ﬂf}%&%ﬁf‘\?ﬁ?ﬁ,‘" CCIFG4, Maskable OFFE&h 52
USE_UBM USB interrupts (USBIV)\1) ) Maskable OFFEGh 51
DMA DMAQIFG, DMA1IFG, DMAZIFG (DMAIV)(T (3] Maskable OFFE4h 50
TA1 TA1CCRO CCIFGD! Maskable OFFE2h 49
TA1 TATCCRI ?ﬁﬁ%&z&:ﬁ:ﬁ?&? CCIFG2, Maskable QOFFEOR 48
IfO port P1 P1IFG.0 to P1IFG.7 (P11V)(1} 3] Maskable OFFDEh 47
USCI_A1 receive or fransmit UCA1TRXIFG, UCA1TXIFG (UCATIV)T &) Maskable OFFDCh 46
USCI_B1 receive or transmit UCBIRXIFG, UCB1TXIFG (UCB1IV)1 31 Maskable OFFDAR 45
TA2 TA2CCRO CCIFGD! Maskable OFFD&h 44
TA2 AR e (oo . e Maskable DFFDBh 43
IfO port P2 P2IFG.0 to P2IFG.T (P2IV)(1} 3] Maskable OFFD4h 42
RTC_A RTCROVIFG RICTEVFG.RTCARS. | yasiave | orFozn | 41
OFFDOR 40
Reserved Reserved!® :
OFF80h 0, lowest

Fig. MSP430F5529 interrupt vector table (for assembly)



MSP430F5529 Port Interrupts

The port interrupt system provides a prioritization scheme that can speed up determining which bit
of the port should be serviced first if multiple IRQs occur on a port simultaneously. The port interrupt
system prioritizes bit 0 as the highest priority and bit 7 as the lowest priority within the port.
Dedicated registers called the Port Px Interrupt Vector Word (PxIV, or P1IV and P2IV) registers are
used to indicate priority when simultaneous port IRQs have occurred.

PxIV is loaded with a unique number corresponding to the bit that has just triggered an IRQ and also
has the highest priority of any bits within the port that may have also triggered an IRQ. This number
can be used within the service routine to quickly jump to the code associated with the highest
priority bit. PxIV does not have a bitwise correspondence to the port bit that caused the interrupt.
The values it takes on represent which of the 8 inputs is pending with the highest priority. The values
it will take on are: bit0O = 02h, bitl = 04h, bit2 = 06h, bit3 = 08h, bit4 = 0Ah, bit5 = 0Ch, bité = 0Ch, and
bit7 = 10h.




MSP430F5529 Port Interrupts

Each bit within ports 1 and 2 on the MSP430F5529 has the ability to trigger an interrupt when configured as
an input and there is a transition on its pin. Ports 1 and 2 each have their own dedicated vector address;
however, each bit within each port all share the port’s vector. So, it is the job of the developer to determine
which bit triggered the interrupt manually and which part of the associated ISR to execute to service that bit.

The local enable for the port interrupts are configured in the Port Px Interrupt Enable (PxIE, or P1IE, and P2IE)
registers. Each bit within PxIE corresponds to the bit of the port (i.e., bit 0 of P1IE enables the interrupt on bit O
of P1). A 0 in PxIE indicates that the interrupt for that bit of the port is disabled. A 1 in PxIE indicates that the
interrupt for that bit of the port is enabled. PxIE is cleared on reset, disabling the port interrupts. Since the
port interrupts are maskable, the global interrupt for all bits is the GIE bit in the status register.

The flags for the port interrupts are held in the Port Px Interrupt Flag (PxIFG, or P1IFG and P2IFG) registers.
Upon reset, all bits in PxIFG are set to 0. Upon an interrupt, the flag is asserted. Each bit within PxIFG
corresponds to the bit of the port (i.e., if bit 0 of P1IFG is asserted it means an interrupt has occurred on bit 0
of P1). Once a port IRQ is serviced, the bit’s flag needs to be cleared in PxIFG by the developer.




MSP430F5529 Port Interrupts

The last configuration setting for port interrupts is the ability to select which transition
polarity triggers the interrupt (i.e., rising or falling). The Port Px Interrupt Edge Select (PxIES
or P1IES and P2IES) registers. A 0 in this register means the IRQ will be triggered on a low-
to-high transition on the pin. A 1 in this register means the IRQ will be triggered on a high-
to-low transition. Each bit within this register corresponds to the bit in the port it configures
(i.e., if bit 0 of P1IES is a 1, then a high-to-low transition on bit 0 of P1 will trigger an IRQ).




MSP430F5529 Port Interrupts

Figure gives a summary of the port interrupt configuration registers.

Port X Interrupt Enable Register (PxIE)
p: 7T B8 5 4 3 2 1 0

0 = Carresponding port bit interrupt disabled.
1 = Corresponding port bit interrupt enabled.
Reset:

Port X Interrupt Flag Register (PxIFG)
p: T 6 5] 4 3 2 1 0

0 = No interupt pending on correspending port bit
1 = Interupt I_s- pending on corresponding port bit.
vaieon o o o0 0 o0 o o0 o  (ReadWil)

Reset:

Port X Interrupt Edge Select Register (PXIES)
pr 7 6 5 4 3 2 1 0

0 = Corresponding port bit is sensitive to
low-ta-high transitions.
Valug on 1 = Corresponding port bit is sensitive to
ey o B B 9 € B3 K high-to-low transitions.
(Read/Write)

Port X Interrupt Vector Word (PxIV)
p: 15 14 13 12 11 10 9 8 7 & S5 4 3 2 1 0

Valweon p ¢ ¢ 0 ¢ © 0 O @ © 0 O 0 0 0 0

amet 00h = No Interrupt Pending

02h = Interrupt Source = PxIFG.0 (highest priority)
04h = Interrupt Source = PxIFG.1

06h = Interrupt Source = PxIFG.2

08h = Interrupt Source = PxIFG.3

0Ah = Interrupt Source = PxIFG 4

0Ch = Interrupt Source = PxIFG.5

DEh = Interrupt Source = PxIFG.6

10h = Inferrupt Source = PxIFG.7 (lowest priority)

(Read Only)

Fiﬁ. Summarx of Eort interruet configuration reﬁisters




MSP430F5529 Port Interrupts

When using port interrupts, there is a recommended initialization sequence to avoid inadvertent bit
assertions of flags due to the nature of power on. The recommended sequence from the
MSP430F5529 data sheet to configure a port interrupt is as follows:

1. Initialize the port direction (PxDIR), pull-up/down resistor (PXREN), the pull-up/down
resistor polarity (PxOUT), and the port interrupt edge select (PxIES).

2. Clear the port interrupt flags (PxIFG) for first use. Note that the reset value for PxIFG=00h,
but often bits will be asserted inadvertently due to step 1.

3. Assert the local port interrupt enable (PxIE).
4. Assert the global enable for maskable interrupts (GIE bit in SR).




MSP430F5529 Port Interrupts, Example:

Let’s now look at configuring the push-button switch S1 on the LaunchPad board to trigger a port interrupt.
Let’s design a program that will toggle LED1 each time S1 is pressed using an interrupt. First, let’s look at the
signal behavior of S1 when pressed. Figure shows a graphical depiction of the logic levels and transitions that
occur when S1 is pressed and released.

A few things to keep in mind when setting up a push-button interrupt:

press release e S1 is connected to Port2, bit 1. While the logic level of S1 can be observed on P2.1, when using an

s1 | — —— interrupt, we don’t have to look at this bit. We instead allow a transition to assert an interrupt flag and
%S_ P21 | T |Hightolow Fovonm have the CPU execute an ISR accordingly.

J:" 0 gt Transition e S1 is a switch that is connected to Vcc. This means we don’t need a pull-up resistor on the MCU to

= o m\ ~ Jm provide the logic HIGH state when §1 is not pressed. If we want. Fh.e IRQ to trigger imrpediately upon a

Logic HIGH Logio LOW Logic HIGH button press, then we need to configure the interrupt edge sensitivity (P2IES.1) to be high-to-low. When

S1is not pressed, P2.1 is at a logic high. When the button is pressed, P2.1 goes to a logic low. If we leave

Fig. Signal behaviour of P2.1 when S1 is pressed the P2IES.1 sensitivity at its default value of low-to-high sensitivity, the interrupt will only trigger once S1

and released is released.

* Since we are only using one bit within P2 to trigger an IRQ, we don’t need to use the P2IV register to
determine the highest priority bit that caused the IRQ. We will simply use the P2IFG register knowing that
we only care about bit1.

e The port 2 interrupt vector address is FFD4h. This has a CCS section name of .int42. This is the name we
will use when we initialize the vector address using assembler directives.

e In the ISR, we will need to toggle LED1, clear the P2IFG.1 flag, and use reti to return from the
interrupt.




MSP430F5529 Port Interrupts, example

init:
bis.b
bic.b

#BITO,
#BITO,

bic.b
bis.b
bis.b
bis.b

#BIT1,
#BIT1,
#BIT1,
#BIT1,

bic.b
bis.b

#BIT1,
#BIT1,

bis.w #GIE,

main:
jmp main

ISR_S1:
xor.b #BITO,
bic.b #BIT1,
reti

&P1DIR | SetLED1 to be output (P1DIR.0=1)
&P10UT | Clear LED 1 initial (P10UT.0=0)
&P2DIR Setup S1 as a port interrupt
§E§SS¥ - Set port direction to input (P2DIR.1=0)
&P2TES - Enable Pull-Up/Down Resistor (P2REN.1=1, not needed for LaunchPad)
- Configure resistor as pull-up (P20UT.1=1 not needed for LaunchPad)
&P2IFG [ - SetIRQsensitivity High-to-Low (P2IES.1=1), means to toggle when button is pressed
&P2IE - Clear Interrupt flag (P2IFG.1=0)
- Assert Local enable (P2IE.1=1)
SR - Assert Global enable (GIE=1, )
Main program, doesn’t do anything but loop forever. However, it can also do
something(s) and they must be before jmp main
P10OUT
gnggG } ISR toggles LED1 and clears the P2IFG.1 flag to return to normal program flow

; Stack Pointer definition

; Interrupt

.global __ STACK_END , _
Written by the CCS compiler

.sect .stack

Vectors

.sect ".reset" Reset Vector and Written by the CCS compiler

.short RESET

.sect ".int42" Our Port2 interrupt is .int42. For Portl, .int47 must be used
.short ISR_S1

Priority

Highest

Lowest

Local
Interrupt Interrupt
Flag (IFG) Enable (IE)

Local
Interrupt

Source

CPU

s —{0} o]
s ()
Clock Counter

Watchdog Global

Interrupt

Enable (GIE)
n E Pending
— o

e

eUSCI

ADC

Ports

4 J

v
Peripheral Control/Status
Registers

MCU
Peripherals

Remember this!
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